Authentication and Identity Verification

IANFT™ —the FIRST decentralized, encrypted,
Blockchain-backed, secure, unfalsifiable, anonymous and

patented Digital Identity in the world
with up to 12 MFA (Multi Factor Authentication)

No more identity fraud
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ONLINE ID VERIFICATION
EXAMPLE

Website Access

Application access

Payment

Admin Portal Restricted
Access

www Website requires ™ Requests user to Notification is
o ID Validation - push a ‘verify ID’ + sent to users
= before processing = RESILIANT button smartphone
= an order = on site
For new users, . For existing
link is supplied to RESILIANT users,
m app automatically
opens
v

The user follows
the instructions
on the APP, and

our Al checks age:

m download app

g
& Upload ‘Selfie’
[El  upload ID Doc

And if company
wants to increase
security:
Fingerprint
Voice

ID questions
Signature

Social Networks
Pin Code

Phone IMEI

Address

R lEREoe

v
@

The app
automatically logs
the geolocation of

the user

Geolocation

If the persons ID
verification is
successful, the

organisation
receives
confirmation from
RESILIANT

The company is
assured 100% of
the ID of the
individual they are
doing business
with




INSTANT ID VERIFICATION

Incident Management

&) RESILIANT

)
I

First Responders F
= ID Verification '.'
ppi-ind | o
Assignment ‘ |
‘ ‘ L) s
B &= F B o
P - Incidentand Services
®

Self-Onboarding

=
N

Driving License authenticity
Cartifications Verification

n==

Credential DB Systems of Interest

RESILIANT
R s

Er - =
Q)ﬂmv % \ FR Assignment /

Identity Assurance Level 3 — IAL3+ (NIST)

* Physical presence is required for identity proofing.
* Identifying attributes must be verified by an authorized representative



ONLINE AGE VERIFICATION

ﬁ Website requires Requests user to Notification is
o a users age } push a ‘verify age’ } sent to users
= verified = RESILIANT button smartphone
[——1 ——1 on site
o =Y

Y Y
. For new users, . For existing

link is supplied to users, }

download app m app automatically
opens
A 4
Y

(|

The user follows
the instructions
on the APP, and

our Al checks age:

If the persons
age verification is
successful, the
organisation

receives
automated
! Upload ‘Selfie’ Y confirmation from
RESILIANT
D Upload ID Doc
The app
automatically logs
the geolocation of
Fingerprint the user v
Voice
K ID questions
ﬁ Signature

Social Networks

The organisation
is assured 100%

- that their
m  PinCode customer is above
"~ phone IMEI their minimum
one age requirements
Adult Only Sm y a
Geolocation

v Gamlngsﬂsest
GamblingSites

Adult Social Media




Legal Agreements

Finance Agreements

Leases

Credit Applications

Utility Agreements

Hire Agreements

DOCUMENT

SIGNTURE EXAMPLE

Business requests

document to be +

signed

r'-) Business visits
S RESILIANT and
= creates email

. request

>

Notification is
sent to client to
sign document

Y

Y

. For existing users,
app automatically

aa

For new users,
link is supplied to
m download app

\S b

Large document
needs to be

signed on PC

Document can be
signed directly on
smartphone

The app

triangulates the
geolocation of the
smartphone to the +
geolocation given
by the IP address
of the PC

If document is being signed
on behalf of a company,
additional fields for Title and
Tax ID are added

The user follows

the instructions

on the APP, and
our Al checks age:

g
& Upload ‘Selfie’
E] Upload ID Doc

And if company
wants to increase
security:
Fingerprint
Voice

ID questions
Signature

Social Networks
Pin Code

Phone IMEI

Address

DB ilEREoe

\mlull

If the client
verification is
successful, the

business receives
a signed, date
stamped and
authenticated
contract

V|

The business is
assured 100%
that the contract
is signed by the
identified
person




Universities

Work Application test

Online tests

Business e-learning
Employment testing

Schools

ONLINE EXAM

EXAMPLE

Organisation
arranges online
exam

creates email request

—
r-) Organisation
. | visits RESILIANT and
- LIS -
—9

Notification is
sent to student to
sit exam

Y

For existing users,
app automatically

For new users,
link is supplied to

m download app

opens

*

Exam must be
takenona on PC

Exam can be
taken directly on
smartphone

Y

Y

c_‘lﬂ
Bl
)ﬂﬂﬂl

The app
triangulates the
geolocation of the
smartphone to the
geolocation given
by the IP address
of the PC for the
entire length of
the exam

The user follows
the instructions

on the APP, and

our Al checks age:

g
* Upload ‘Selfie’
[El  Upload ID Doc

And if company
Wants_ to increase
security:
Fingerprint
Voice

ID questions
Signature

Social Networks
Pin Code

Phone IMEI

Address

D RPolEREo e

If verification is
successful, at the
end of the exam
the organisation
receives a signed,

2\, datestamped and
o ':_i—l authenticated
v== certificate
o=

Randomly through

the exam the
individual can be
asked to take a
photo to ensure
compliance

Y

Q=@ |

The organisation
is assured 100%
that the exam was
taken by the
identified
student

Geolocation




ONLINE VOTING

EXAMPLE

EH

3

Organisation
needs to collect
votes

Organisation visits
RESILIANT and
emails voting
request

N

Notification is
sent to individual
to place vote

Y

Y

For existing users,
app automatically
opens

For new users,
link is supplied to

Universities

Federal Government

State government

Y

%

b

m
i

B i

& download app
w1
()

Person’s
photo/video is
captured when
they place their

vote, after

biometric tests

including:
Signature
Documents
Voice
ID questions
Social Networks
Pin Code
Phone IMEI
Address
Geolocation

¥ ==
o=

If the person’s
verification is
successful, the
organisation
receives a signed,
date stamped and
authenticated
vote

V]

The organisation
is assured 100%
that the vote was
placed by the
identified
person




Contact us:

Edgar Jorda Font
edgarjf@resiliant.com
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